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Motivation: Proof failures
> Why3 platform for deductive program verification
> prove that program satisfies formal specification

let f (x: int) : int
ensures { result > x }

use int.Int = X + 1
let main1 (x: int) let main2 (x: int)
= lety = x + 1 1in = lety = f x in

assert { y <> 43 }(:) assert { y = x + 1 }(:)
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Motivation: Proof failures
> Why3 platform for deductive program verification
> prove that program satisfies formal specification

let f (x: int) : int
ensures { result > x }

use int.Int = X + 1
let main1 (x: int) let main2 (x: int)
= lety =x + 1 in = lety =f x in
assert { y <> 43 }(:) assert { y = x + 1 }(:)
Category of proof failure
> Non-conformance > Sub-contract weakness
Counterexamples

> X=42, y=43 > x=0,y=2
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Candidate counterexample generation in Why3

(Dailler et al., 2018)
SMT

WhyML VC generation + Verification goal negated SMT
program transformations goals input
solver
Checking + this work Candidate CE generation | Solver .EW W. Goal
categorisation counterexamples models proved

> no guarantee on the validity of the solver models
— potentially bad counterexamples

> no hints on the reason of the proof failure

Objective in this presentation

> check candidate counterexamples and categorise proof failures
using normal + giant-step runtime assertion checking

> inspired by Petiot et al. (2018): How testing helps to diagnose proof
failures.



Outline

© Runtime assertion checking in Why3
© Giant-step runtime assertion checking
® Validation of counterexamples and categorisation of proof failures
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Normal runtime assertion checking

> normal program execution, validity of annotations are checked
> invalid annotations terminate execution

> Failure for assertions
> Stuck for assumptions

> Why3's annotation language is not executable
1. steps to check an annotation

" incomplete incomplete
Step: compute-in-goal(T) | ——> | prover(T) | —— | prover(negate-goal(T))
i incomplete

2. “incomplete” may or may not terminate execution (configurable)
3. checked annotations as preconditions for subsequent checks
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= lety = x + 1 in
assert { y <> 43 } (%)
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1. find program function from where the verification goal originates

2. initialise arguments for initial function call and global variables
with values from counterexample



Runtime assertion checking of a counterexample

let maina (x: int)
= lety = x + 1 in
assert { y <> 43 } (%)

> counterexample: x=42
> normal RAC: main 42 « Failure

Preparation
1. find program function from where the verification goal originates

2. initialise arguments for initial function call and global variables
with values from counterexample

Intermediate result

> failure in normal RAC = non-conformance in program

But how to identify a sub-contract weakness?
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> from the outside, function and loops are defined by their
post-condition and invariants ( sub-contracts ), not their bodies
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comply to the sub-contracts (usually!)



Giant-step runtime assertion checking

Deductive program verification is modular

> from the outside, function and loops are defined by their
post-condition and invariants ( sub-contracts ), not their bodies

> counterexamples values for function calls and loops
comply to the sub-contracts (usually!)

Idea of giant-step RAC: like normal RAC but
> don't execute function bodies, don't iterate loop bodies

> retrieve return values and values of written variables from oracle



Giant-step runtime assertion checking

Function calls

RAC execution of a function call f v; --- v,, at location p
in environment I, with

let f x1...x, writes { y1,---,Ym }

requires { ¢pre } ensures { ¢post } = €

1. bind arguments to parameters [y:=T[...,z; < v,...
2. assert pre-conditions 'y - dpre

3. normal RAC:
evaluate body e to result value v, (v,T9) = eval(e,T')
modifying written variables by side-effect

4. assert post-conditions Ia[result < v] F ¢post

5. return value v (v,T2)



Giant-step runtime assertion checking

Function calls

RAC execution of a function call f v; --- v,, at location p

in environment I and oracle 2, with

let f x1...x, writes { y1,---,Ym }

requires { ¢pre } ensures { ¢post } = €

1. bind arguments to parameters
2. assert pre-conditions

3. giant-step RAC:
retrieve result value v and
update written variables from oracle

4. assume post-conditions

5. return value v

'y - @pre

v =Q(result,p)

F2 = Fll: N Q(yﬂp)ﬁ . ]
Ds[result < v] - ¢post

(U,Fg)



Giant-step runtime assertion checking

While loops

RAC execution of a while loop at location p

in environment I and oracle Q:

while e; writes { y1,...,yn }
invariant { ¢, } do ey done

1. assert invariant (initialisation)

2. giant-step:
> update written variables from oracle
> assume invariant

3. if condition e; is true

> evaluate loop body es
> assert invariant (preservation)
> stuck

4. else done

'+ ¢inv

Ty:=T..,y < Qyi,p), -]
Fl '_¢inv

(true,T'3) := eval(e1,T'1)
((),T3) := eval(e1,T'2)
I's - @iny

(0,T2)



Identification of a sub-contract weakness

Giant-step RAC of a counterexample

let f (x: int) : int let main2 (x: int)
ensures { result > x } = lety = f x in
= X + 1 assert{y=x+1}@

> counterexample: x=o0, y=2

> find program function from where the verification goal originates
> two executions: normal RAC and giant-step RAC
> counterexample as oracle for

> initial values of global variables + arguments for initial function call
> written variables and return values in giant-step RAC
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Identification of a sub-contract weakness

Giant-step RAC of a counterexample

let f (x: int) : int let main2 (x: int)
ensures { result > x } = lety = f x in
= X + 1 assert{y=x+1}@

> counterexample: x=o0, y=2

> normal RAC: main2 o ~» Normal termination
> giant-step RAC: main2 o, f x = 2 —» Failure

> find program function from where the verification goal originates
> two executions: normal RAC and giant-step RAC
> counterexample as oracle for

> initial values of global variables + arguments for initial function call
> written variables and return values in giant-step RAC



Classification of candidate counterexamples (CE)

Normal RAC

Giant-step RAC

Failure

Normal Stuck Incomplete

Failure matches goal
Failure elsewhere
Stuck

Normal

Incomplete

Sub-contract
weakness

Non-conformity
or sub-contract
weakness

Non-conformity
Bad CE (invalid assertion elsewhere)

Invalid assumption

Bad CE Bad CE Incomplete
(no failure) (bad values)
Incomplete Bad CE Incomplete

(bad values)




1 use int.Int, lib.IntRef

2

3
4
5
6

Examples in Why3

(Adapted from Petiot et al., 2018)

File isqrt.mlw:

let isqrt (n: int) Goal isqrt’vc.

requires { @ <= n }

ensures { result = result <= n <

(result + 1) = (result + 1) }

= let r = ref n in

le
le
wh

do
'r

ty = ref
t z = ref
ile ly >
invariant
invariant
invariant
invariant
variant {
y = ly +
z 1= 1z +
r :=Ir
ne;

(n * n) in

(-2 * n + 1) in
n do

{oe<=Ir<=n}

{tly=1Ir«Ir}

{n< (lr+1) » (lr+1) }
{lz="-2%1r+1}

Ir }

lz;

2;

1

Prover result is:

$ bin/why3 prove -P z3 -L .

Valid.



Examples in Why3

Non-conformity

1 use int.Int, lib.IntRef $ why3 prove -a split_vc -P cvcs-ce -L . isqrt.mlw \
2 --check-ce --rac-prover=cvcs4 --rac-try-negate

3 let isqrt (n: int) File "isqrt.mlw", line 12, characters 19-31:

4, requires { @ <=n } Sub-goal Loop invariant preservation of goal isqrt’vc
5 ensures { result * result <= n < Prover result is: Unknown

6 (result + 1) » (result + 1) } The program does not comply to the verification
7=1let r = ref n in goal, for example during the following execution:
g lety=ref (n »n) in - call main function ‘isqrt‘ with args: &

9 let z = ref (-2 * n + 1) in - call function ‘ref’ with args: 4

w0 while !'y > n do - call function ‘( % )‘ with args: 4, &4

1 invariant { @ <= !r <= n } - call function ‘ref‘ with args: 16

12 invariant { !y = !r % Ir }(:) - call function ‘( * )‘ with args: -2, &4

13 invariant { n < (!r+1) » (!r+1) } - call function ‘(+)‘ with args: -8, 1

n invariant { 'z = -2 * !r + 1 } - call function ‘ref’ with args: -7

15 variant { !r } - call function ‘(>)‘ with args: 16, 4

16 y = 1ly - lz; - iterate loop:

17 z 1= 1z + 2; - call function ‘(-)‘ with args: 16, -7

18 r :=I!r 1 - call function ‘(:=)‘ with args: y, 23

o done; - call function ‘(+)‘ with args: -7, 2

20 'r - call function ‘(:=)‘ with args: z, -5

- call function ‘(-)‘ with args: 4, 1

- call function ‘(:=)‘ with args: r, 3

- failure at loop invariant preservation with:
'r =3, 'y =23



Examples in Why3

Sub-contract weakness

1 use int.Int, lib.IntRef
2
3 let isqrt (n: int)

4, requires { @ <=n }

5 ensures { result * result <= n <
6

7= let r = ref n in

g lety =ref (n *n)in

o let z = ref (-2 * n + 1) in

10 while !y > n do

7 invariant { @ <= !r <= n }

12 invariant { !y = !r « Ir }

3 invariant { true }

n invariant { 'z = -2 * !r + 1 }
15 variant { !r }

16 y 1= ly + lz;

17 z =1z + 2

18 r:=I!r 1

19 done;

20 'r

$ why3 prove -a split_vc -P cvcs-ce -L . isqrt.mlw \
--check-ce --rac-prover=cvcs4 --rac-try-negate
File "isqrt.mlw", line 6, characters 12-62:

Sub-goal Postcondition of goal isqrt’vc.

Prover result is: Unknown

specified, for example:

(result + 1) * (result + 1) }(:)The contracts of some function or loop are under-

call main function ‘isqrt‘ with args: 1
giant-step call function ‘int_ref’ with args: 1

-> {contents= 1}

call function ‘( * )‘ with args: 1, 1

giant-step call function ‘ref‘ with args: 1

-> {contents= 1}

call function ‘( = )‘ with args: -2, 1
call function ‘(+)‘ with args: -2, 1
giant-step call function ‘ref‘ with args: -1

-> {contents= (-1)}

giant-step iterate loop with: r:=e, y:=e, z:=1
‘(1)* with args: y -> 0
args: o0, 1

giant-step call function

call function ‘(>)* with

exit loop

giant-step call function

failure at postcondition
n =1, result = o

‘(1) with args: r -> o

of

‘

isqrt* with:



Future work

> identifying single sub-contract weaknesses

> integration with other language front-ends of Whys3,
e.g. Ada/SPARK

> dealing with incomplete oracles



Thank you.
Questions?

* M. v. Schwind, 1845.
** H. Leutemann, 1856.



Examples in Why3

(* ex1.mlw *) (% ex2.mlw *)

use int.Int use int.Int

let maini (x: int) let f (x: int) : int

=lety =x+1in ensures { result > x }
assert { y <> 43 }(:) =X + 1

let main2 (x: int)
=lety=f x in

assert {y = x + 1 }(:)

$ why3 prove -a split_vc -P cvcsa-ce exi.mlw \ $ why3 prove -a split_vc -P cvcs-ce ex2.mlw \
--check-ce --rac-prover=cvcy --rac-try-negate --check-ce --rac-prover=cvcs --rac-try-negate
Sub-goal Assertion of goal maini'vc. Sub-goal Assertion of goal main2’vc.
Prover result is: Unknown Prover result is: Unknown
The program does not comply to the verification The contracts of some function or loop are under-
goal, for example during the execution: specified, for example during the execution:
File ex1.mlw: File ex2.mlw:
Line 2: Line 5:
Execution of main function ‘maini‘ with args: Execution of main function ‘main2‘ with args:
X = 42 X =0
Line 3: Line 6:
Execution of function ‘(+)°* Giant-step execution of function ‘f‘
with args: 42, 1 with args: x = 1
Line 4: result of ‘f' = 2
Property failure at assertion with: y = 43 Line 7:

Property failure at assertion
with: x = 0, y = 2



The pWhy language

p u= dy--dp program
d u= varx :T=e global variable declaration
| funf(z1:m) ... (Tn:iTn) i T function declaration
requires { ¢pre } ensures { ppos¢ Pwrites {y1,...,yp t=¢€
T u=  bool|int|unit type
¢ u= T|L|tiopta|-d|d1Ad2]|d1Vda|dL — P2
Ve:T.¢|dz:T.0 formula
t u= llz|tiopts pure term
I == ()|true|false|o|1]-- literal
e u= t pure expression
| xz<e assignment
| varz:T=e;ines local binding
| if eq theneg else es conditional
| assert{¢} assertion
| stuck diverging statement
| while e do invariant { ¢j,, }writes { y1,...,yx } €2 done loop
|

fx1 oz function call



Small-step runtime assertion checking

> semantic judgement with global and local variable environment T, IT
I Ile ~ I 1T, ¢ (execution step)
I Ie ¢ ¢ (execution stuck, ¢ € {Failure, Stuck})

> semantic rules

GLOBAL-VARIABLE LOCAL-VARIABLE LOCAL-VARIABLE-BINDING
T'(z)=v II(z) =v

T, I,z ~ I,II,v T, I,z ~ I,II,v I II,varz=vine ~ I[',(z,v) Il e

GLOBAL-VARIABLE-ASSIGNMENT LOCAL-VARIABLE-ASSIGNMENT

x € dom(T") x € dom(II)

I,z «v ~ [z« v],IL, () DIz «v ~ DIz« v], ()
CONDITIONAL-TRUE CONDITIONAL-FALSE
I, II,if true then eg elsees ~ I'|Il,ex T',II,if false thenes elseesz ~ I',II,e3

ASSERTION-VALID
T II+t¢

I',I,assert {t} ~ I',II, ()




Small-step runtime assertion checking

More rules

WHILE-ITERATE
Fv I+ ¢in'u

T',II,while ¢ do invariant { ¢in, } writes { g } e done ~
I',II,if c then (e;while ¢ do invariant { ¢y, } writes { § } e done) else ()

CALL
F(f) = Func(i-, ¢pTea¢post7g; ebody) Iz = {-LL ~I'i e Hl(zi)}lsisn I, I = ¢prs

T,I01, (f 21 - 2n) ~ T,II1,CallFrame(Ilz, €y0dy , Ppost)

CALLFRAME-EXECUTION
[y, 11,e1 ~ Ta, 12, €2

T'y, 10, CallFrame(I1y, e1, ¢ppost) ~ D'z, 11, CallFrame(Ilz, ez, dpost)

RETURN
T, Iz [result < v] - ¢post

I, 11, CallFrame(Ilz2, v, ¢post) ~ I, II1,v




Small-step runtime assertion checking

Blocking rules

ASSERTION-INVALID STUCK
I )
I',I1,assert { ¢ } ¢ Failure T', I, stuck ¢ Stuck

WHILE-INVARIANT-FAILURE
LI Giny

T, II,while c do invariant { ¢, } writes { §j } e done { Failure

CALL-PRECONDITION-FAILURE
F(f) = Func(i-, ¢p7‘ea¢post7g; ebody) Iz = {-LL ~I'ie Hl(zi)}lsisn I, I v ¢prs
D, 10y, (f 21 - 2z,) ¢ Failure

RETURN-POSTCONDITION-FAILURE
I, Is[result < v] # ¢post

T, I1;, CallFrame(Il2, v, ¢post) ¢ Failure




Glant-step semantics

Semantics

> semantic judgement with oracle O : Pos x Ident — Value

I e T 10, ¢
F7H,€ 30 5

> giant-step rules for loops

WHILE-INVARIANT-INITIALISATION-FAILURE
LT # ¢iny

I, II,while c do invariant { ¢in, }writes { § } e done 3, Failure

WHILE-ANY-ITERATION-STUCK
1,1 = $ine (T2, TI2) = (U1, 1) [yi < O(p,yi)licisk T2, T2 # ¢iny
Ty, I3, [p]while ¢ do invariant { ¢in, }writes { § } e done ¢, Stuck

WHILE-ANY-ITERATION
[y, - bine (T2,1I2) = (1, 1) [yi < O(p, yi) 1<isk 2,12 + finy

. . . . . o
T'y,II1, [p]while ¢ do invariant { ¢ine } writes { § } e done ~
o, I, if ¢ then (e;assert { ¢iny };stuck) else ()



Glant-step semantics

CALL-PRECONDITION-FAILURE
T1(f) = Func(Z, dpre, Ppost Us €vody) 2 ={zi <« T1 ®I1(2i)icisn 1,2 fpre
D1, o, (f 21+ 2n) 3o Failure

CALL-POSTCONDITION-STUCK
T1(f) = Func(Z, dpre, dpost: U, €body) Iy ={z; « 'y ®II1(2) }1<i<n
Iy, 12 = ¢pre I'2=T1 ['UL « O(IL yi)]lsism, v = O(p, result) Ta, {result - U} -1 '/‘ ¢'post
Ty, I, [p](f 21 ... 2n) $o Stuck

CALL-SUCCESS
T1(f) = Func(Z, dpre, Ppost, U €body ) Iy = {z; « 1 ®I11(24) }1<i<n
U1,z - ¢pre T2 =T1[yi < O(p,y:i)]1<ism v = O(p, result) o, {result < v} - II2 F ¢post

o
[y, I, [p](f 21 ... 2n) ~ T2, 01,0



